
EJCN Training IV 

18th November 2022 (14.30 -16.00 pm CET)  

Master Class on Digital Evidence 

ICANN – Internet Corporation for Assigned Names and Numbers  

Case Based Training 

 

ICANN is a not-for-profit organization formed in 1998 that helps coordinate the functioning of the 

Internet’s Domain Name System DNS), coordinates the allocation and assignment of the Internet’s 

unique identifiers, such as Internet Protocol addresses, delegates top-level domains into the global 

root, and accredits generic top-level domain (gTLD) name registrars. 

To reach another person on the Internet you have to type an address into your computer—a name or 

a number. That address has to be unique so computers know where to find each other. ICANN 

coordinates these unique identifiers across the world.  

DNS records and domain registration information hold invaluable information for law enforcement 

and judicial authorities. Some of this information is no longer publicly accessible via WHOIS but can be 

available by following certain processes. 

In this training, participants will learn about ICANN, its role, how the domain registration and resolution 

processes work, through the analysis of the landmark case Operation Avalanche. Participants will also 

learn about the types of information that are available on the DNS, which can be used as evidence in 

criminal proceedings. 

A follow up training for law enforcement and judicial authorities will be held on the 2nd December with 

a focus on DDoS attacks. 

Both trainings will be Chaired by the EJCN Contact Point for Portugal. The presenter will be Carlos 

Alvarez del Pino, Director of Trust and Public Safety Engagement from ICANN. 

Agenda 

14:30-14:35         Opening 

14:35-15:05         General  

15:05-15:35         Case study / Investigations: Phishing case – Avalanche 

15:35-15:50         How obtain information from ICANN 

15:50-16:00         Closing remarks & questions 
 

Link to access Master Class: 

 

Friday, November 18, 2022  

https://www.icann.org/
https://www.eurojust.europa.eu/publication/operation-avalanche-closer-look


2:30 PM | (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna | 3 hrs  

Join meeting 

 

More ways to join: 

Join from the meeting link 

https://eurojust.webex.com/eurojust/j.php?MTID=m4baf1a96b44af9657530c171edf1b473  

Join by meeting number  

Meeting number (access code): 2733 775 2546  

Meeting password: FquBdMfD767 

Tap to join from a mobile device (attendees only) 

+44-20-7660-8149,,27337752546## United Kingdom Toll 

 

https://eurojust.webex.com/eurojust/j.php?MTID=m4baf1a96b44af9657530c171edf1b473
https://eurojust.webex.com/eurojust/j.php?MTID=m4baf1a96b44af9657530c171edf1b473
tel:%2B44-20-7660-8149,,*01*27337752546%23%23*01*

